Community Relations BP 1113(a)

DISTRICT AND SCHOOL WEB SITES

Note: The following optional policy is for use by districts that maintain their own web site(s) and may be
revised to reflect district practice. District strategies for effective use of web sites may be incorporated into
the district's comprehensive communications plan; see BP 1100 - Communication with the Public.

To enhance communication with students, parents/guardians, staff, and community members,
the Governing Board encourages the Superintendent or designee to develop and maintain
district and school web sites. The use of district and school web sites shall support the
district's vision and goals and shall be coordinated with other district communications
strategies.

(cf- 0000 - Vision)

(cf. 0440 - District Technology Plan)

(cf- 1100 - Communication with the Public)
(cf 1112 - Media Relations)

(cf- 1114 - District-Sponsored Social Media)
(cf: 6020 - Parent Involvement)

Design Standards

The Superintendent or designee shall establish design standards for district and school web
sites in order to maintain a consistent identity, professional appearance, and ease of use.

Note: Pursuant to Title II of the Americans with Disabilities Act (42 USC 12131-12134) and Section 504 of
the Rehabilitation Act of 1973 (29 USC 705, 794; 34 CFR 104.1-104.39), districts have an obligation to
provide an equal opportunity to individuals with disabilities to participate in and receive the benefits of the
educational program, and must provide accommodations or modifications when necessary to ensure equal
treatment. Such obligations have been interpreted by the U.S. Department of Education's Office for Civil
Rights (OCR) to include the requirement that district web sites be accessible to individuals with disabilities.
See the OCR's June 2010 and May 2011 Dear Colleague Letters. Thus, districts must consider the needs of
individuals with disabilities and identify features that would enable such persons to access all the
information on district and school web sites.

A U.S. Department of Justice technical assistance publication, Accessibility of State and Local Government
Websites to People with Disabilities, states that an agency with a web site that is otherwise inaccessible to
individuals with disabilities may meet its legal obligations by providing an alternative accessible way for
them to use the programs or services (e.g., a staffed telephone information line), but points out that these
alternatives are unlikely to provide an equal degree of access in terms of hours of operation or range of
options and programs available. See the accompanying administrative regulation for accessibility guidelines.

The district's design standards shall address the accessibility of district and school web sites
to individuals with disabilities, including compatibility with commonly used assistive
technologies.

(cf. 0410 - Nondiscrimination in District Programs and Activities)
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DISTRICT AND SCHOOL WEB SITES (continued)

Web Site Content

The Superintendent or designee shall develop content guidelines for district and school web
sites and assign staff to review and approve content prior to posting.

Note: The following optional paragraph ensures consistency of district policies regarding advertising and
may be revised to reflect district practice.

Board policy pertaining to advertising in district and school publications, as specified in BP
1325 - Advertising and Promotion, shall also apply to advertising on district and school web
sites.

(cf. 1325 - Advertising and Promotion)

Privacy Rights

Note: Business and Professions Code 22580-22582 prohibit an operator of a web site from knowingly
using, disclosing, compiling, or allowing a third party to use, disclose, or compile the personal information
of a minor for the purpose of marketing or advertising specified types of products or services. Business and
Professions Code 22584-22585 prohibit the operator of a web site that provides services to K-12 students
from selling or disclosing specified student information or knowingly using that student information to
engage in targeted advertising to students or parents/guardians or to amass a profile about a student.
Business and Professions Code 22586, as added by AB 2799 (Ch. 620, Statutes of 2016), provides a similar
prohibition for the operator of a web site used, designed, and marketed primarily for preschool or
prekindergarten purposes from knowingly engaging in specified activities, including targeted advertising,
selling or disclosing a student's information, and using specified information to amass a profile about a
student except in furtherance of preschool or prekindergarten purposes. See BP 5125 - Student Records for
further information regarding protection of student information.

The Superintendent or designee shall ensure that the privacy rights of students,
parents/guardians, staff, Board members, and other individuals are protected on district and
school web sites.

(cf. 1340 - Access to District Records)

(cf- 4119.23/4219.23/4319.23 - Unauthorized Release of Confidential/Privileged Information)
(cf 5022 - Student and Family Privacy Rights)

(cf 5125 - Student Records)

Note: The following optional paragraph may be revised to reflect district practice. The district should
carefully consider whether to place personally identifiable information on district or school web sites since
release of such information may put individuals, including students, at risk and also may violate Education
Code 49073 which prohibits disclosure of student directory information to any private profit-making entity;
see BP/AR/E 5125.1 - Release of Directory Information.
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DISTRICT AND SCHOOL WEB SITES (continued)

Telephone numbers and home and email addresses of students and/or their parents/guardians
shall not be published on district or school web sites.

(cf- 5125.1 - Release of Directory Information)

Note: The following options address the use of students' photographs on district or school web sites. Option
1 is for use by districts that, pursuant to Education Code 49061 and 34 CFR 99.3, include photographs in the
definition of directory information, as specified in AR 5125.1 - Release of Directory Information, and
publish student photographs along with their names unless a parent/guardian requested in writing that no
photographs of their child be released without their prior written consent. Option 2 is for use by districts that
do not allow students' photographs to be published along with their names unless specific consent for such
publication is received from the parent/guardian.

OPTION 1: The district regards photographs as a category of directory information that
would not generally be considered harmful or an invasion of privacy if disclosed. Therefore,
a student's photograph, together with his/her name, may be published on district or school
web sites unless the student's parent/guardian has notified the district in writing to not release
the student's photograph without prior written consent, in accordance with BP/AR 5125.1 -
Release of Directory Information.

OPTION 2: Photographs of individual students shall not be published on district or school
web sites accompanied by the student's name or other personally identifiable information
without the prior written consent of the student's parent/guardian.

[ Note: The remainder of this policy is for use by all districts. —l

If students' names are not included, photographs of individual students or groups of students,
such as at a school event, may be published on school or district web sites.

Note: The following optional paragraph may be revised to reflect district practice. It is recommended that
districts not post employees' home addresses, personal telephone numbers, or personal email addresses on
district or school web sites, in order to maintain employee privacy and safety. If such information is posted,
employees should be informed that using a personal account or device to receive communications regarding
district business does not categorically exclude these records from disclosure upon request under the
California Public Records Act (Govermment Code 6250-6270), pursuant to the California Supreme Court's
decision in City of San Jose v. Superior Court. See BP 1340 - Access to District Records, AR 3580 - District
Records, and BB 9012 - Board Member Electronic Communications.

Employees' home addresses, personal telephone numbers, and personal email addresses shall
not be posted on district or school web sites.

The home address or telephone number of any elected or appointed official including, but not
limited to, a Board member or public safety official, shall not be posted on district or school
web sites without the prior written permission of that individual. (Government Code 3307.5,
6254.21, 6254.24)



BP 1113(d)

DISTRICT AND SCHOOL WEB SITES (continued)

No public safety official shall be required to consent to the posting on the Internet of his/her
photograph or identity as a public safety officer for any purpose if that officer reasonably
believes that the disclosure may result in a threat, harassment, intimidation, or harm to the
officer or his/her family. (Government Code 3307.5)

(cf. 3515.3 - District Police/Security Department)

Legal Reference:
EDUCATION CODE
35182.5 Contracts for advertising
35258 Internet access to school accountability report cards
48907 Exercise of free expression, rules and regulations
48950 Speech and other communication
49061 Definitions, directory information
49073 Release of directory information
60048 Commercial brand names, contracts or logos
BUSINESS AND PROFESSIONS CODE
22580-22582 Digital privacy
22584-22585 Student Online Personal Information Protection Act
22586 Preschool and prekindergarten privacy
GOVERNMENT CODE
3307.5 Publishing identity of public safety officers
6254.21 Publishing addresses and telephone numbers of officials
6254.24 Definition of public safety official
11135 Nondiscrimination; accessibility to state web sites
PENAL CODE
14029.5 Prohibition against publishing personal information of person in witness protection program
UNITED STATES CODE, TITLE 17
101-122 Subject matter and scope of copyright
504 Penalties for copyright infringement
UNITED STATES CODE, TITLE 20
1232g Federal Family Educational Rights and Privacy Act
UNITED STATES CODE, TITLE 29
705 Definitions; Vocational Rehabilitation Act
794 Section 503 of the Rehabilitation Act of 1973; accessibility to federal web sites
UNITED STATES CODE, TITLE 42
12101-12213 Americans with Disabilities Act
CODE OF FEDERAL REGULATIONS, TITLE 16
312.1-312.12 Children's Online Privacy
CODE OF FEDERAL REGULATIONS, TITLE 34
99.1-99.67 Family Educational Rights and Privacy
104.1-104.61 Nondiscrimination on the basis of disability
COURT DECISIONS
City of San Jose v. Superior Court, (2017) 2 Cal.5th 608
Aaris v. Las Virgenes Unified School District, (1998) 64 Cal. App.4th 1112

Management Resources: (see next page)
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Management Resources:

Policy

U.S. DEPARTMENT OF EDUCATION OFFICE FOR CIVIL RIGHTS PUBLICATIONS
Dear Colleague Letter, May 26, 2011

Joint Dear Colleague Letter: Electronic Book Readers, June 2010

U.S. DEPARTMENT OF JUSTICE PUBLICATIONS

Accessibility of State and Local Government Websites to People with Disabilities, June 2003
WORLD WIDE WEB CONSORTIUM PUBLICATIONS

Web Content Accessibility Guidelines, December 2008

WEB SITES

CSBA: http://www.csba.org

California Department of Education, Web Accessibility Standards:

http://www.cde. ca.gov/re/di/ws/webaccessstds.asp

California School Public Relations Association: http://www.calspra.org

U.S. Department of Education, Office for Civil Rights: https://www2.ed.gov/about/offices/list/ocr
U.S. Department of Justice, Americans with Disabilities Act: http.//www.ada.gov

World Wide Web Consortium, Web Accessibility Initiative: http://www.w3.org/wai

WHEATLAND SCHOOL DISTRICT

adopted: Wheatland, California
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DISTRICT AND SCHOOL WEB SITES

Note: The following optional administrative regulation is for use by districts that maintain their own web
site(s) and should be revised to reflect district practice.

Design Standards

The Superintendent or designee shall develop design standards for district and school web
sites that include, but are not limited to, guidelines to ensure the clear organization of the
material, readability of the font type and size, and simplicity of the navigation structure
linking the content on the web site. Such standards shall take into consideration the ease of
use on a wide range of devices.

Note: Pursuant to Title I of the Americans with Disabilities Act (42 USC 12131-12134) and Section 504 of
the Rehabilitation Act of 1973 (29 USC 705, 794; 34 CFR 104.1-104.39), districts have an obligation to
provide an equal opportunity to individuals with disabilities to participate in and receive the benefits of the
educational program. Such obligations have been interpreted by the U.S. Department of Education's Office
for Civil Rights (OCR) to include the requirement that district web sites be accessible to individuals with
disabilities. See the OCR's June 2010 and May 2011 Dear Colleague Letters.

While there are no explicit standards detailed in law or regulations addressing accessible features, the World
Wide Web Consortium's Web Content Accessibility Guidelines 2.0 and Web Accessibility Initiative
Accessible Rich Internet Applications Suite are widely used tools that may serve as guidelines for district
and school web sites. Additionally, examples of technical standards for accessibility are available on the
California Department of Education's web site.

In accordance with the requirements of the Americans with Disabilities Act and Section 504
of the federal Rehabilitation Act of 1973, district and school web sites shall contain features
that ensure accessibility for individuals with disabilities, which may include, but are not
limited to, captions for videos and multimedia presentations, text alternatives to images,
provision of sufficient time to use the content, avoidance of flashing images, adequate
contrast in visual presentations, and/or other features that meet applicable standards for web
site accessibility. The Superintendent or designee shall regularly review district and school
web sites and modify them as needed to ensure legal compliance with accessibility standards.

(cf. 0410 - Nondiscrimination in District Programs and Activities)

Web Site Content

Note: The following section may be revised to reflect district practice.

For all Governing Board meetings occurring on and after January 1, 2019, Government Code 54954.2, as
amended by AB 2257 (Ch. 265, Statutes of 2016), requires the district to post a "prominent, direct link" to
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DISTRICT AND SCHOOL WEB SITES (continued)

the current Board meeting agenda on the primary homepage of the district's web site. However, districts that
use an integrated agenda management platform (i.e., a web site dedicated to providing the entirety of the
agenda information for the Board) are exempt from this requirement if a direct link to the platform is posted
on the homepage and the current agenda is the first agenda available at the top of the platform, Government
Code 54954.2 specifies that agendas posted either through a direct link or through use of an integrated
agenda management platform must be (1) retrievable, downloadable, indexable, and electronically
searchable by commonly used Internet search applications; (2) platform independent and machine readable;
and (3) available to the public free of charge and without any restriction that would impede the reuse or
redistribution of the agenda.

As applicable, district and school web sites shall provide current information regarding the
district's mission and goals, district/school programs and operations, district/school news,
agendas and minutes of Governing Board meetings, School Accountability Report Cards,
school calendars, and links to educational resources.

(cf- 0440 - District Technology Plan)

(cf 0510 - School Accountability Report Card)
(cf. 1100 - Communication with the Public)
(cf 9322 - Agenda/Meeting Materials)

With approval of the principal, individual teachers may create web pages linked to the
district or school web site to provide information pertaining to class assignments,
expectations, and activities.

Note: In determining whether to limit or allow the ability of certain groups or individuals to provide content
for district or school web sites, districts should consult with legal counsel on matters pertaining to protected
speech and equal access; see BP/AR 5145.2 - Freedom of Speech/Expression and BP/AR 6145.5 - Student
Organizations and Equal Access.

Student work may be published on district or school web sites provided that both the student
and his/her parent/guardian provide written permission or the work is part of an existing
publication such as a school newspaper.

Note: Federal copyright law (17 USC 106) grants a copyright owner the exclusive rights to reproduce,
distribute, make derivative works of, publicly perform, or publicly display the copyrighted work or to
authorize others to do so. However, pursuant to 17 USC 107, "fair use" (i.e., the reproduction of limited
portions of copyrighted materials without the copyright owner's permission) is allowed for such purposes as
criticism, comment, news reporting, teaching, scholarship, or research; see BP/AR 6162.6 - Use of
Copyrighted Materials. Even if use of certain copyrighted materials in the district meets the criteria for a fair
use exception, text, art, or photos that are not clearly stated to be in the "public domain" and available for
free use should not be replicated on a district or school web site without prior permission of the copyright
owner.

Any copyrighted material to be posted on a district or school web site shall be submitted to
the Superintendent or designee together with the permission of the copyright owner to reprint
the material. Any copyrighted material submitted without the copyright owner's permission
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DISTRICT AND SCHOOL WEB SITES (continued)

shall only be posted on a district or school web site if the Superintendent or designee
determines that the material is in the public domain or that the intended use meets the criteria
for fair use or another exception pursuant to 17 USC 107-122. When any copyrighted
material is posted, the web site shall include a notice crediting the copyright owner and, as
necessary, shall note that permission to reprint the material was granted.

(cf 4132/4232/4332 - Publication or Creation of Materials)
(cf 6162.6 - Use of Copyrighted Materials)

Whenever a district or school web site includes links to external web sites, it shall include a
disclaimer that the district is not responsible for the content of external web sites.

Roles and Responsibilities

Any employee assigned as a district or school webmaster shall be responsible for the
uploading of material to the web site(s) upon approval of the Superintendent or designee.
He/she shall review district and school web sites to ensure consistency with district
standards, regularly check links for accuracy and appropriateness, keep the web server free of
outdated or unused files, and provide technical assistance as needed.

The Superintendent or designee may assign additional staff members to conduct editorial
reviews of all materials submitted for publication on district or school web sites and to make
corrections as needed in spelling, grammar, or accuracy of content.

The Superintendent or designee shall provide staff development opportunities related to
district content guidelines, design standards, and accessibility laws and standards to district
communications and technology staff, district and school webmasters, and/or other
appropriate staff.

(cf. 4131 - Staff Development)
(cf 4231 - Staff Development)
(cf. 4331 - Staff Development)

Security
The Superintendent or designee shall establish security procedures for the district's computer

network to prevent unauthorized access and changes to district and school web sites. To the
extent possible, the host computer(s) shall be in a lockable room with restricted access.

Policy WHEATLAND SCHOOL DISTRICT
adopted: Wheatland, California



